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Quick Links to Key Resources

American Medical Association. Checklist; Protecting office computers in medical practices against
cyberattacks. https://www.ama-assn.org/system/files/2020-04/computer-security-checklist.pdf.
April 2020.

— Cybersecurity and Infrastructure Security Agency.

o Insider threat mitigation. https://www.cisa.gov/insider-threat-mitigation.

o StopRansomware.gov — The US government’s one-stop location to stop ransomware.
https://us-cert.cisa.gov/ncas/current-activity/2021/07/15/new-stopransomwaregov-
website-us-governments-one-stop-location.

o Resources. https://www.cisa.gov/cisa-cybersecurity-resources.

— Federal Bureau of Investigation. Ransomware fact sheet.
https://www.ic3.gov/Content/PDF/Ransomware Fact Sheet.pdf.

— Federal Trade Commission. Cyber insurance. Cybersecurity for Small Business.
https://www.ftc.gov/tips-advice/business-center/small-businesses/cybersecurity/cyber-insurance.

— HIPAA Journal. Healthcare data breaches predicted to cost industry $4 billion in 2020. Healthcare
Cybersecurity. https://www.hipaajournal.com/healthcare-data-breaches-predicted-to-cost-
industry-4-billion-in-2020/.

— LAMMICO. Updated! cybersecurity and social engineering round-up from the OCR, CDC, FBI
and CISA. News & Insights. https://www.lammico.com/article/cybersecurity-social-engineering.

— Office of the National Coordinator for Health Information Technology. Your mobile device and
health information privacy and security. Health IT.gov. https://www.healthit.gov/topic/privacy-
security-and-hipaa/your-mobile-device-and-health-information-privacy-and-security.

— Poza D. NIST password guidelines and best practices for 2020. AuthO.

https://auth0.com/blog/dont-pass-on-the-new-nist-password-guidelines/.
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